Emerging Smart Control Systems Technology
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Data Centric Instrument Technological Revolution

=  Owner Operator Guide to Data Centric Emerging Smart Technology
= New Process Measurement and Control Technologies are Increasing and
Emerging at an alarming rate and most are Data driven

= New and Emerging Smart Technologies:

=  Measurement Chip Sets = Smart = Data

=  HART Instrument Protocol = Smart = Data

= Instrument Bus Networks = Digital = Data

= Wireless Instrumentation = Networks = Data

= Web Centric Applications = Cloud = Data

= Plant Operating Networks = Systems = Data

= Bluetooth Instrumentation = Connectivity = Data

= Remote Programmable /O = N'etworks = Data 1 ' I | B
= Electronic Instrument Marshalling = Data
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Data Centric Instrument Technological Revolution

= The Emergence of Data Centric Instrument Systems has caused the
decline of some Technologies

= Qutdated Instrument Technologies:
=  Pneumatic Instrumentation
= 4-20 mA Analog Signals
= Hardware Based BPCS
= Dedicated DCS Consoles
= |/O Buildings and Rooms
= Multi-core Homerun Cables
= Switch and Hardwired Logic
= Discrete Field Switches
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Obstacles to acceptance of Smart Instrumentation

= Qutdated or Ignored Instrument Standards
= Capability of CAE Software to Document New Tech
= Under Trained or Uninformed Engineering User Base
= Owner Operator Acceptance of New Technologies
= QObstructive Paradigms to New Technologies:
= “This is the way we’ve always done it”
“It is not secure enough for our use”
= “We don’t know how to maintain it”
= “This technology is too complex”

=  “This technology is not proven”
= “It will confuse our Operators”
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Updated Instrument Standards for Owner Operators

=  ANSI/ISA 5.1-2022 - Instrumentation Symbols

and Identification has significant changes over .@
the previous versions ANSI/ ISA-5.1- 2009 or N
ISA-5.1-1984 (R1992) N——

= This standard has been updated to include Instrumentation Symbols

and ldentification

New and Evolving Instrument Technology,
Control Systems and Computer Networks o
= Instrument Types and Naming Conventions as

defined on the P&ID dictate the Instrument
Types used by Smart Instrumentation
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ANSI/ISA-5.1-2022 — Added Definitions for P&IDs

= Analog vs Digital Instrument Systems

3 Definitions

3.1 Definitions

= Application Software for Graphics and Data B T S B i, s o £ s

ion, see
ISA-51.1-1670 (R 1883}, “Process Instrumentation Termlno\ngy e ANSINSA-TS 05 01 2000 (R 2005),
“Control Valve Terminclogy.” Terms #alicized in a definition are themselves defined elsewhere in this
clause.

= BPCS - Basic Process Control System

a feature of a dewice or function, a feature of an interactive shared system function, or a feature that can
be used or seen by an operator for the purpese of performing control operations. such as setpaint
changes, auto-manual transfer, or on-off cperations.

= HLCS — High Level Control System

an indicating device or funciion that provides a visible andlor audible indication if and when the value of a
measured or initiating variable is outside of set limits, has changed from a safe to an unsafe condition, or
has changed from a normal to an abnormal operating state or condition.

= SIS —Safety Instrumented Systems S ——

b) indication may be by any or all of the following: annunciater panels. flashing lights. printers.
buzzers, bells, homs, sirens, or shared graphic display systems.

=  Communications Protocols

a signal or devige that has no diserete positions or states and changes value as its input changes value
and when used in its simplest form, as in "analog signal® as opposad to "binary signal”; the term denotes
a continuously varying quantity.

= Computer Control System R

softwars spacific to a user application that is configurable and in general contains logic sequences.

and fimit control and other code required to control the appropriate
n D t L- k TC P I P P t | input. output, caloulations. and decisions. see also sofware
dla LINn rotocols 215 s

a system feature permitting channeling or directing of a signal from one device to ancther without the
need for changes in wiring either by means of patching. switching. or via keyboard commands to the

= Detector — Process Function signal converter

318 asuto-manual station:

a manual loading station or control station that also provides switching between manual and automatic

= Discrete Signal (it is not Digital any longer) e e A
= Field Instrument - Hardware vs Software
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ANSI/ISA-5.1-2022 — Table 4.1 Identifier Letters

= Added Identification letters to Table 4.1 e e 18 41— demitcaton lttrs
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ANSI/ISA-5.1-2022 — Table 5.1.1 Symbols

|| Co I u m n A - DCS - B PCS Table 5.1.1 — Instrumentation device and function symbols

Not2: Numders In EGIE'I“H%ESI’E’EFI‘D emlmy[ notes n Clause 5.3.1.
Shared display,

=  Primary Shared Control System (DCS) M | e |
= Basic Process Control System (BPCS) " E S | g e st & sty

= Column B - PLC - SIS
= Alternate Shared Control System (PLC). A O
= Safety Instrumented System (SIS) . o msny |
— o

@ »  Normally operator accessible 3t panel front of cansale.
=  Column C - Software
= Computer Functions and Software — K&
=

. Located in field.

+  Notpane, cabinet, or console mourted.
+ Visibie 3t field kocation.

+  Nommally operator acoassibie.

'
N

@

+  Located I rear of ceniral or man pansl.
+  Located I cabinet behind panel.

+  Notvisibile on Sront of paned or on video dispiay.

+  Notnormaly operator accessible at panel o consale.

)

+  Located In or on %ont of secondary of locl panel of
comsoie.

= High Level Control System (HLCS) .

= Column D - Hardware
= Discrete Primary Elements, Transmitters and Indicators =
= Discrete Final Control Elements and Control Valves

FLUOR,

+  Visibie on frot of panel or on vide display.
+  Normally operator acoessible 3t pane font or console.

T
@

+  Located I rear of secondany of local panel.
+  Located I fieid cabinet

+  Notvisible on Sront of paned or on video dispiay.

*  Notnomally operator accessible 3t panel or console.
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ANSI/ISA-5.1-2022 — Table 5.2.2 Notations

= Table 5.2.is a new table for Measurement Notations and has added
several New Technology Functions and descriptions

Table 5.2.2 — Measurement symbols: measurement notations (4)

Note: Numbers In refroe notes In Cause 5.3.2
Flow
R = Corstartfiow requisicr  OF = Ortce pismle Fi = Pictube VENI = Venim lbe
CONE = Core OPLT = Comertaps P¢Y = Piotverun VOR = Vortex Sheddng
COR = Comdlis OPCQ = Cocle quadrart SNR = Sorer WOG = Wedge
00F = Doggler OPE = Eccerix SON Sonc
DEON = Doppler sonic OPFT = Fange isgs TAR =7
FLN = Flow nozxie ORI = M?'de THER = Tm
AT = Flow bube CPP = Ppelsps TS = Tenstbme sonc
LAM = Lamner CRYC = Veracorbacis lag= TUR = Tubne
MG = Vogneic PO = Posbedeplecerment S = Ubesonc
_Level o~
5T = Abeoiae R T T = Veope — e ———
CLCH -




ANSI/ISA-5.1-2022 — Table 5.2.3 Symbols

=  Primary element symbols with several new symbols for special Orifices
and Measurement Technology

Table 5.2.3 — Measurement symbols: primary elements

Note: Numbers In parentheses refer 1o explanatony notes In Clause $.3.2.
No Symbol (4) Description

i o Crcie quadrant onfice piate.
1
3 (=)
e +  Muthole orifice piate
Ho| @
(™ e

L o i mm———
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ANSI/ISA-5.1-2022 — Table 5.3.2 Signal Symbols

= Added Line symbols with new symbols and signal types for Wireless,
Fieldbus, Smart and Serial Communications

Table 5.3.2 — Line symbols: instrument-to-instrument connections

Note: Numbers In parsntheses refer to eaplanaiory notes In Clause 5.3.3
No Symbol Appiication
® a3 ~, N | Unguodelecomagnesc signais, ight radaton, rado, Sound, wireless, etc.

11 »  Wireless Instrumentation signal.
B N AN |s wirsless commurication Ink.
(&) »  Communication link and system bus, between 0evicss and MUNCIONs of 3 shared
12 —o o— dispiay, shared control system.

»  DCS, PLC, or PC communication link 3nd system bus.

L._/-\—ELI—\_"\.J_'H_\—\_‘_P’-'_‘\- ~— \W‘—'_L
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ANSI/ISA-5.1-2022 — Table 5.3.4 Final Elements

= Final control element actuator symbols with new Valves with positioners
and partial stroke testing device symbols

Table 5.4.2 — Final control element actuator symbols

Note: NUumDbers In parenthessas refer to Sxpianatory notes In Clause 534
No Symbol Descripsion

@) «  Generic acuator.
Sprng-Claphragm actuator.

1

.-'_‘l:\
=T

o Spang-tlaphragm actuator with pOSINOner.

e T T




ANSI/ISA-5.1-2022 — Annex A |dentification system

= Annex A has expanded Tables for Allowable Loop, Tag & succeeding
letter combinations for instrument type functions

Table A.3.2 — Allowable succeeding letter combinations for output/active function letters (1) (4b2)

Note: Numbars in parentheses refer 10 explanatory notes in A.16.3.

First Letters B c K N § i T * u v X ¥ z
User's | Conftrol | Indicate | Record | Control User's . Function .. [ndicatingjRecording : Valve Compute,
Measured/nitiating Variables | Choice Control | Control | Valve gz::t: Choice T— Modifier — Transmit | Transmit I'u':"lll]:llli:n Damper Uni;:_]:;'.s- Convert Ac[;l:ii:”'
w! and wio Modifiers (4a) Cin) IC (8) RC(8) | CV(9) (4a) 8 [1(3)(4a)] T IT RT Louver Relay
82 Speed(SIS) 8SZC SZIC SZRC SZCV NA SZ5[1 SZT NA NA 52U 82V SZX SZY 527
T Temperature TC TIC TRC TCV TK TS[']] T TIT TRT TU v X TY T2
TD Temperature Differential TDC TDIC TDRC NA TDK TDS['] TDT TDIT | TDRT TDU oV TDX DY TDZ
TF Temperature Ratio TFC TFIC TFRC NA TFK TFS[] NA NA NA TFU TFV TFX TFY TFZ
T Temperature Scan NA NA NA NA NA TJS[*] TJT NA NA HA NA NA NA NA
o T iy | TG ———— ., U e e, ] TS ‘_W-"—‘n_lm_.—;&,f_}—., TKY e

= Added Function modifiers PF = Ratio, PQ = Total, PS = Safety & PZ = SIS
- ISA now recognizes over unique 1000 Instrument Type identifiers
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Documenting New Technology in Smart P&ID

= The P&ID Defines all Elements of the Instrument Technology
= Use the Latest Instrument Symbols

] 251
= (ANSI/ISA-5.1-2022) T L e e T S L LT
= Show Every Bubble, Tag and Valve L T R —
= (No “Implied” Tags) i B ’E Er ‘ "._ =
= Show the Signal Type and Technology P_'v :‘ | v." -
of Every Element AR B e
= Be Mindful of the Smart P&ID Data | ' L —
Properties, Integrity and Quality F@E
= Expect and Use Data Integration to Lo N—

other Smart Software Applications
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Documenting New Technology in Smart Instrumentation

= Smart Instrumentation has the Ability to Document any New

Technologies with Minimal Modifications

= Define New Instrument Types for TRk =
Emerging Technologies =n

= Develop New Spec Forms for New
Tech Devices

= Document Fieldbus and Profibus
with the Wiring Module

= Document Networks using the
Telecommunications Module

[——
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How Engineers Cope with New Technology

= Because Emerging Technologies are developing at such a rapid pace it is
necessary for Control Systems Engineers to:
= Get Additional Training on New or Emerging Technologies
= Attend User and Vendor Conferences and Seminars -m-
= Attend Lunch & Learns on New Products and Technologies w
= Use Knowledge Management Systems for Collaboration
= Become Subject Mater Experts centered on New Tech
=  Work directly with Vendors to develop New Technology
= Join Standards Organizations and Serve on Committees

= Control Systems Engineers need to bring Answers about New
Technology to the Owner Operator Clients — Not Questions!
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Owner Operator Acceptance of New Technology

When it comes to New and Emerging Technologies —

“The Customer is Not Always Right!”
= |tis the Engineering Companies responsibility to keep up

with New Technologies and Advise Clients Accordingly S
= QOperating Companies hire EPC’s to do the engineering ﬂh

expecting the companies to engage current Best Practices Custpmer
= Clinging to Existing Technologies will Create Built-in | A]“fdays

Obsolescence when Developing New or Updated Facilities Qight

= Owner Operators and Engineering Companies Share the
Risk when the latest Standards are not followed
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Owner Operator Acceptance of New Technology

= Accepting New or Emerging Technology may require a Paradigm Shift
by the Control System Engineers and Owner Operators

Self Knowledge — Educate Yourself about New Tech
Interaction — Work with Engineers and Vendors on New Tech
Adaptive Thinking — Accept Change when Using New Tech
Digital Literacies — Embrace Data Centric Instrumentation

\ _OH wow!
a PARADIOM

; SHIET!

Y e BWES




Owner Operator Acceptance of New Technology

= Paradigm - “This is the way we’ve always done it”
= Most Existing Plants are more that 10 Years Old and the
Measurement and Control Technology is long outdated

= Digital Technologies are more accurate and dependable

= Digital Technologies are more efficient than 4-20 mA Analog
and high demand instrument air supplied technologies

= Emerging Technologies of today will be “the way we’ve always
done it” of the future

"Consistency is the last refuge of the unimaginative”
~ Oscar Wilde
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Owner Operator Acceptance of New Technology

= Paradigm - “We don’t know how to maintain it”

=  Almost all obsolete, and difficult-to-maintain analog technology
for Measurement and Control systems in the U.S. have been
replaced with digital systems aver the last 10 to 20 years

= The advantages of digital technology is improved diagnostics
capability and system reliability requiring less maintenance

= Digital instrumentation has been in place in some installations for
over 20 years and current calibration and maintenance
equipment are designed to be used with it

"I'm a visionary. I'm not a maintenance person”

~ John Catsimatidis
FLUOR,




Owner Operator Acceptance of New Technology

= Paradigm - “It is not secure enough for our use”
= Cyber Security and Digital Information networks are much more
secure than previous generation technology

= Most concern about security is around wireless and networks:

= WirelessHART and ISA100.11a meets the Federal Information Processing
Standard 197 (FIPS-179) and both are AES-128 encryption (NIST/IEEE 802.15.4)
compliant

= |ndustrial Automation and Control Systems Network manufactures, Integrators
and end-users comply with the ISA/IEC-62443 (Formerly ISA-99) set of
Standard Documents

"We spend our time searching for security and
hateitwhenwegetit” ~John Steinbeck
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Owner Operator Acceptance of New Technology

= Paradigm - “This technology is not proven”
= Proven technology has a documented track record for use in a
defined environment to meet the specified requirements

= Current Standards support Digital Technology

= Current Best Practices are based on Latest Tech
Digital Instrument Systems are Proven in Use

= Equipment is Certified as Fit for Purpose
Technology must be Competitive to Market

"In science, nothing is ever 100% proven”
~ Michio Kaku
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Owner Operator Acceptance of New Technology

= Paradigm - “It will confuse our Operators”
= QOperators have more information at their disposal when using a
modern HART or Bus based digital control system

= Applied Digital DCS, BPCS and HMI advances simplify operations

= The Equipment and Technology used to gather and connect the
components of a modern instrument system are transparent to
the Operators

"Many peoplefind the universe confusing - it's not”
~ Stephen Hawking
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Smart Instrumentation Training

QUESTIONS? g

V"
-/

“Do you realize if it weren't for Edison,

we'd be watching TV by candlelight?”
~ Al Boliska
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